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Technology Best Practices

Remediation

Cyber Security

About Bill Walter

Bil l  Walter is a partner in Gross Mendelsohn’s 

Technology Solut ions Group. He helps businesses of al l  

types and sizes document and remediate security 

systems. With 23 years of experience, Bil l ’s passion is 

helping businesses bet ter use technology to operate 

more eff icient ly. 

PARTNER
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Audit Management

Education 

Risk Assessments

Security and Compliance

About Steve Rutkovitz

For over 20 years, Steve has been working w ith 

government contractors to help them meet NIST and 

ISO cyber security and compl iance services. With the 

new CMMC compl iance Choice Cybersecurity is 

cert if ied as both a RPO and C3PAO.  

PRESIDENT & CEO



The State of CMMC

NIST 171 Prime Contractor 
Report ing CMMC Compl iance 
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Best Practices & 
Compliance 

NIST 171 
CMMC Level 3

State
Laws

Federal
Compliance

Privacy
Laws

Supply
Chain



CMMC Compliance 

C3PAO
Auditor

RPO
Registered Provider 

Organization 

Registered 
Practitioner (RP) Assessor 

CMMC – AB
Accreditation Body 



Requirements 
SSP: System Security Plan 

- Document that outlines how you are going to implement your security controls 
- CMMC - Two pieces of objective evidence for each control 

POAM: Plan of Actions and Milestones 
- Missing controls 
- Timeline of when they will be implemented 

SCORE: 
- The Score needs to be updated to the SPRS
- 110 to -303



5 Levels of CMMC 

Good 
Cybersecurity 

Hygiene Pract ices

Minimum cert if icat ion level for 
DoD contractors that  handle 

Control led Unclassif ied 
Informat ion (CUI)

Pract ices include coverage of 
al l  NIST 800-171 controls

Processes are maintained and 
fol lowed. Comprehensive 

knowledge of cyber assets

Resil ient  against  moderately 
skil led threat  actors

Moderate resistance to data 
ex-fil t rat ion and malicious act ion

Example Pract ices: Mult i-factor 
authent icat ion, Informat ion 
Security Cont inuity Plan, 
communicate threat  informat ion 
to key stakeholders

Proact ive 
Cybersecurity 

Hygiene 
Pract icest

Advanced and sophist icated 
cybersecurity pract ices

Processes are periodical ly 
reviewed, properly resourced 

and improved across the 
enterprise

Complete and cont inuous 
knowledge of cyber assets. 

Increased detect ion and 
resistance to data exf il t rat ion

Defensive responses 
approach machine speed

Example Pract ices: Data Loss 
Prevent ion technologies, 
network segmentat ion, threat 
hunt ing

Advanced/
Progressive 

Cybersecurity 
Hygiene Pract ices

Highly advanced 
cybersecurity pract ices
Processes cont inual ly 
improved across the 

enterprise
Autonomous knowledge of 

cyber security assets
Resil ient  against  the most  

advanced threat  actors
Defensive responses 

performed at  machine speed 
with advanced analyt ics

Example Pract ices: Autonomous 
init ial response act ions, context-

aware access control and step-up 
authent icat ion, cyber maneuver 

operat ions, 24x7 SOC

Pract ices are basic and 
most ly ad hoc

Processes are not  
establ ished or 
documented

Limited resistance to 
data exf il t rat ion and 

malicious act ions

Example Pract ices: Ant ivirus 
instal led, basic cybersecurity 
governance, and basic 
incident response
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Example Pract ices: Risk 
management, employee 
awareness and training, 
backups and security 
cont inuity

Pract ices are universal ly 
accepted cybersecurity best  

pract ices

Processes are documented

Resil ient  against  unskil led 
threat  actors

Limited resistance to data 
exf il t rat ion and malicious 

act ions

Basic
Cybersecurity

Hygiene Pract ices

Intermediate 
Cybersecurity 

Hygiene Pract ices

3 4 5
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CMMC Level 3  (130 Controls)

76
54

NON-COMPLIANT

COMPLIANT

130
CONTROLS

70
NOT

COMPLIANT

4
NOT

APPLICABLE

6
WORKS IN
PROGRESS

50
COMPLIANT



There are 93 hosts scanned so far and found 1082 total vulnerabilities on them.

Summary

Remediat ions/ Solut ions

20
REMEDIATIONS

APPLY

75
HOSTS

TO

81.52%
OF YOUR VULNERABILITIES

TO REMEDIATE

92.36%
OF YOUR RISKS

AND MITIGATE



Scanning for CUI Data 



CMMC Policies & Procedures 

Access Control Ident if icat ion & 
Authent icat ion

Physical 
Protect ionMaintenance

Security 
Assessments

Audit  & 
Accountabil ity

System & 
Communicat ion 

Protect ion
Personnel 
Security

Awareness 
Training Incident  Response Media Protect ionConfigurat ion

Management

System & 
Informat ion Integrity

Protect ion from 
Malware

Risk Assessment Domain
Recovery



THE STACK OF SECURITY LAYERS

Next 
Generation 

Firewall

Advanced 
Endpoint 

Protection

Protective 
Filtering

Centralized 
Management

Patch 
Approval & 

Management

Endpoint 
Detection & 
Response

Intrusion 
Prevention & 

Detection

Single 
Sign-On

Two Factor 
Authentication

Email & Drive 
Encryption

User 
Awareness 

Training

Security 
Incident & Event 

Monitoring

Change 
Management

Data Leak 
Prevention

File & Data 
Encryption

Secure 
Backups & 
Recovery

Continuous 
Vulnerability 

Scans

Mobile Device 
Management

Password 
Policy & 

Management

Cloud Access 
Security

Policies & 
Procedures
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• Ident ify Risk

• Security 
Scans

• Gap Analysis 
NIST 171

CMMC

• Develop 
POAM (Plan of 
Act ion & 
Milestones)

• Prepare SSP 
(System Security 
Plan)

• Upload Score
• CMMC 

Controls

• Execute 
POAM & SSP

• Develop 
Pol icies & 
Procedures

• Project  
Management
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• Vendor 
Management 

• Pol icies & 
Training

• Assemble 
Evidence 
Workbook

• Audit  Ready
• CMMC 

Cert if icat ion 
Assessment

• Maintenance
• Annual Risk 

Assessments

Choice Compliance Journey 



TEAM OF EXPERTS

TEAM OF EXPERTS

Subject  Mat ter 
Experts

Project  
Manager

Compliance 
Off icer

Paralegals Security 
Analysts

PASS THE BATON TO US

Assess, Address, Maintain 



Works with your existing Managed Services Provider 
(MSP) or IT s taff

Provid ing  DOD contractors  he lp  to m e e t NIST 171

Inde pe nde nt risk asse ssm e nts with ove r 100  conducte d  
worldwide  

Com ple te  asse ssm e nt re ad ine ss solutions (RPO) to
m e e t the  NIST 800-171 and  CMMC ce rtifica tions

Approve d  ve ndor for the  Maryland  Cybe rse curity 50% Tax Cre d it



What makes CHOICE different

Choice Gets You Ready

On a Budget

NP  

Project  Management Audit  Ready



vCertification Process

Assessment Remediation Audit 
Ready

Mock 
Audit

Certification

Audit  Completed by Assessor/ C3PAO

1 2 3 4 5



410.205.4980
ste ve @choice cybe rse curity.com wwalte r@gm a-cpa.com

410.685.5512

Schedule a free-one 
hour assessment  of your 
CMMC posit ion
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