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Security & Compliance
Security
• The state of being free from 
danger or threat

Compliance
• The act of obeying an order, rule 
or request
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Industry Changes

Telemedicine

IOT 
 Medical Devices

Wearables

Mobile

Cloud
EMR
Phones
Email
Images
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The New Normal

Office

Home

Anywhere, 
Anytime
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• Unique Total Risk
• Reactive to Proactive
• The Right Layers of Defense



Cyber Threats

TOP CYBER 
THREATS 

1
2
3
4
5

Ransomware

Malware
Phishing Attacks

Brute Force Attacks

Insider Threats
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Compliance & 
Best Practices
● HIPAA
● NIST
● PCI
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State PII &  
Laws

Federal
Compliance

Privacy
Laws

Supply
Chain
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Healthcare

Medicals 
Offices

Hospitals Retirement 
Communities

Clinics Nursing 
Homes

Medical 
Billing

Ambulatory
Care

Home 
Healthcare

Medical 
Equipment

Medical 
Labs

● Healthcare accounts for 17.5% of 
gross domestic product

● Americans spend about $9,523 
per person on healthcare per 
year

● Total healthcare employment in 
2015:    2.4 million workers
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Healthcare Industry
Covered Entity (CE)
● Health plans, healthcare clearinghouses 

and healthcare providers

Business Associate (BA)
● Person or entity that works with PHI on 

behalf of a CE (medical billing)

Personally Identifiable Information (PII)
● Data to identify a specific person

Electronic Protected Health Info (ePHI)
● Protected health information stored 

electronically

Electronic Medical Records (EMR)
● Digital version of a patient’s medical records

Electronic Health Record (EHR)
● Digital version of a patient’s overall health

1

2

3

4

5
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Personal Health Information

Social Security Numbers 

Medical Health Records

Dates of Birth

Patient Information

Medical Insurance Information
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Penalties

$50,000 per violation

• By patient record
• Safe harbor rules

• 1,000 records = $50M
• Capped at $1.5M  for 

identical violations during 
a calendar year
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Penalties
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Drivers

Meaningful Use

MIPS: 25% Risk Assessment - HIPAA
$30,000 per year in Medicare and/or 100 Medicare patients per year

OCR/HHS
Risk Assessment form needs to be turned in annually



16

HIPAA Components

Administrative
Safeguards

Technical
Safeguards

Physical 
Safeguards



Technical 
Safegaurds

Annual Risk 
Assessment

Policies & 
Procedures

Security 
Layers



Our Assessment Process



RISK ASSESSMENTS
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Risk Assessment Components

COMPLIANCE 
FRAMEWORK(S)

POLICY GAP 
ANALYSIS

DATA FLOW 
ANALYSIS

NETWORK 
DISCOVERY

VULNERABILITY 
SCANS

APPLICATIONS 
DISCOVERY
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PII Scan Results and Data Auditing

TOTAL LIABILITY: $10,043,391
 

Medical Records Credit Cards Social Security 
Numbers Dates of Birth
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HIPAA Policies & Procedures

IT Asset 
Physical Security

Transmission 
Security

Uses & Disclosure 
of PHI with a Valid 

Authorization
Notice of Privacy 

Practices
Individual Rights to 
Uses & Disclosure 

of PII

HIPAA Privacy & 
Security Awareness 

Training
Contingency Plan Business Associate 

Agreements
Individual Rights 

to PHI
Designating a 

HIPAA Privacy & 
Security Official

Personally 
Sensitive Data 

Definition
Monitoring & 

Logging Operations
Organizational 

Policy & Process 
Documentation

Facility 
Management

Access Controls & 
Logging

Complaints and 
Prevention of 

Retaliatory Acts
Sanctions Risk Analysis & 

Management
HIPAA Terms & 

Definitions
Password 

Management

Protection from 
Malicious Code

Encryption & 
Decryption

Incident Response 
& Disaster 
Recovery

Social Media Policy

Mobile Device & 
Teleworking 

Disclosure 
Authorization

Physical & 
Environmental 

Security

Minimum 
Necessary 

& Limited Data Set 
of PHI

Amendment 
of PHI

Uses & Disclosure 
of ePHI General 

Rules



23

The Stack of Security Layers



TOTAL RISK 
ALIGNMENT
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25

•

•

•

Remediation 
Plan

Plan 
Execution

Organize 
& Document

•

•

•

•

•

•

•

•

•

5 On-going 
Maintenance

•
•

•
•

Risk 
Assessment

Choice Compliance Journey
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Independent risk assessment

Works with your existing 
Managed Services Provider (MSP) or IT staff 

HIPAA experience with numerous medical specialties

Complete audit readiness solutions to meet and maintain 
HIPAA compliance

Approved vendor for the Maryland Cybersecurity 50% Tax Credit
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Team of Experts

Subject Matter 
Experts

Project 
Manager

Compliance 
Officer

Paralegals Security 
Analysts



HIT THE 
GROUND 
RUNNING

Annual Risk 
Assessments

Awareness 
Training

Document 
Maintenance

Policy 
Development

Audit & 
Breach 
Support

Project 
Management

Security 
Services

Compliance 
Management

Dedicated 
Compliance 

Officer

Vendor 
Management



Q & A



410.205.4980

10065 Red Run Blvd, Suite 120 
Owings Mills, MD 21117

steve@choicecybersecurity.com @
www.choicecybersecurity.com

410.685.5512

1801 Porter Street, Suite 500
Baltimore, MD 21230

wwalter@gma-cpa.com@
www.gma-cpa.com


